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How it Works

Step 2

KBA Replacement Fortified Identity NIST 800-63-3 IAL2

Organizations can choose alternative identity 
verification levels, one level weaker and one 
level stronger, according to their preference.

Organizations can deploy flexible options for proof of 
COVID status. 

Option 1: Self-asserted

• Individuals answer questions about their health
status related to COVID-19.

Option 2: Document Upload

• An individual uploads a CDC health card or a
healthcare portal record of vaccination.

Option 3: API Verification

• Vaccination results are validated against an
authoritative health data source (ex. a pharmacy
vaccination record).

+ +

Government ID 
OR Phone

Government ID 
AND Phone OR 
Face Liveness

Authenticate a government ID and compare a 
selfie to the picture on the government ID.

Government ID 
AND Phone AND 
Selfie Matching

Step 1: Identity Verification

ID.me COVID-19 Vaccine ID 
for Vaccination Verification
Looking for a safe return to the office, school or live event venue? Our vaccine verification 
helps build trust with consumers and employees. With the ID.me Vaccine ID:

• Organizations get flexible levels of identity verification and proof of vaccination.
• Individuals solely control their information, sharing it on a case-by-case basis.

Step 2: Choice of Verification Level

Step 3: Flexible Vaccine Document 
Verification

Individuals can release their COVID status to any 
organization they choose via a digital consent screen. 

Individuals without a phone may print out a copy of 
their certificate with test results and use the 
credential the same way as with a phone.

Step 4: Individual Privacy and Control
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• The only Identity Provider in the U.S. 
certified against NIST SP 800-63-3 
Identity Assurance Level 2 (IAL2) and 
Authenticator Assurance Level 2
(AAL2) with an Unsupervised Remote 
and a Supervised Remote (video chat) 
offering.

• Certified at NIST 800-53 at FedRAMP 
Moderate by the GSA.

• Interoperable, delivering Identity-as-a-
Service through federated identity 
protocols: SAML 2.0, OAuth 2.0, and 
OIDC.

• In addition to NIST SP 800-63-3 IAL2/
AAL2, ID.me also offers less rigorous 
identity verification options.

The ID.me secure digital identity network includes 
more than 55 million Americans.

Multiple Federal agencies and more than 400 brands already 
trust ID.me to verify identity and streamline access to 

physical and digital services.

ID.me COVID-19 Vaccine ID

ID.me uses standardized protocols for federation to enable 
interoperability with all organizations. The company can also establish 
hosted landing pages for smaller organizations. 

ID.me meets the federal government’s most rigorous technical and 
policy controls for consumer authentication.

ID.me is:




